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Assume Birch Team

Hack The Air
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ӊ׳ײסכוḬṽӋץסחל׳לḬṽҿҴ-ᴅץסש

Á ҵҵӍҾ: SIGINT, COMINT, ELINT
Á ҳשסרכṽĄӝװײץḫṽӋץסחל׳ל
Á Sec. Assessment (ICS)

Assume Birch

Á Attack
Á Defense

Á Research
Á Party
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Áӆוחס׳תᴄסᴕ

Áӊונסקולᴄסᴕṽוױלחסײשוױ׳ṽושṽ
לױלרסױװṽרתחלתז

Áӌלᴂסשᴃעסץײלṽנסקושוṽחתקושטסײ

Áӌסױתלᴕ: SDR, DSP, Signals

ÁӃץוṽזתᴆ׳וᴈײᴕṽײṽṝוװᴄרת׳שלסṞ

Áҿסלכṽקכᴕṽעסשוחתכלקײײס

Agenda

ÁQ&A
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Ӌוזן״קṽקתױ׳שתץתסכוױᴕṽלשṽ׳לקרלױכḬṽ
ᴈṽ׳וᴅ״קײᴈḭṽ׳וחᴊזונṽ׳סת׳ײṽלשṽ״רת׳ᴏתװ

ᴕנᴈקלשᴈṽ׳וחוכלױלװḬṽתשןתר

ҹױלרעלקץײסṽ#1

ҹױלרעלקץײסṽ# 2
ӝת׳ṽלשṽײױ״ץṽץלקᴄעסḬṽוṽ׳תקײ-רעו׳ṽתטלײחṽ

ᶢᶣṽשסר
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Áӆוחס׳תᴄסᴕ

Á

Á

Á

Á

Á

Agenda

Á



ӆתטתשṽשכתחתױװײלזᴊᴂṽח׳ײעתױ׳ײ״ṽײṽ
ṽסרוקתץת׳תױװṽסרᴊש׳ײלחנסתקור
וח׳ײלᴆזתתײṽסרוױוכוױṽכתװṽ׳סכתᴂתױװ

Ӊױץתᴊ׳ᴈṽױץתװלשᴊלת׳

Ӄץוṽק״נלױᴈ׳ו׳ṽכלױװᴊ״כᴆסᴂṽᴅחתטוṽסṽ
ᴈקלᴕṽᴄושᴃתױײתטקתכ

Ӌ׳וקלכᴈṽױסרṽללשײוװתנלז

ӈṽרת׳Ḭṽײṽᴃתטלṽושᴃ׳וᴈṽסṽץוץṽס׳עסױװṽץṽ
ᴄסקל

ҹ׳וᴈṽזתᴆללṽלסשלקחו׳ײכלױװ

ӆױסṽעתשכתחתױװײלזṽחײᴕסנṎᴏת׳ṽלשṽ
ṽWiתץᴈקת׳ -Fi, Bluetooth, LTE/GSM, 
Zigbee  Ṏ שתṽללקתזṽשנוױזתתשנוױᴊעṽסṽ
עᴊשײלױל׳שס

ӊלס׳סחנוṽוײלױל׳שס

śŽƁŷűůƅŷƎ

6

œƂƄŽűżůƎ



śŽƁŷűůƅŷƎ
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śůƁŴſŷůźƋżůƎ
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Á

Á

Á

Á

ÁӃץוṽזתᴆ׳וᴈײᴕṽײṽṝוװᴄרת׳שלסṞ

Á

Agenda

Á



Ӊ״קתᴃ׳וᴈṽששוכᴊלṽṀâBĂṁṽנסṽåc
ҵ׳ײתשןתרנתᴈṽונסקושוṽוץסש״ררתץᴄעסṽ
 ,ṽRFחᴊᴂṽששוחתנסקולױṽעלשחתױ״ṽלᴊᴅח
רᴊששוכṽרᴊשᴈקל׳סח׳ײח״ṽᴃץṽװ״׳ײתכ

9

řůŹ ŽŰƈůƁƋƀƎ ƀ ÷žůƅŷŴżƁŽŻø

Ӈוץעתױ׳ײוṽוײלױכוᴄססḬṽᴅסᴁסשוחתױᴕṽסṽסט״ױכᴂṽ
ṽעלשחתױ״ṽתטתחל׳לײṽסṽתטתשᴈקושוץṽחתױ׳לרוױוװ
וץל׳ײ

ӈקחוױװ׳ᴕ׳ᴈṽששוכᴊלṽṀâBĂṁṽחṽåc
ҵ׳ײתשןתרנתᴈṽ׳וחתח׳ײעלכנתחᴈṽושṽ
ᴈṽ׳וחתױס׳ו״קװײץṽᴏסṽתח׳ײעתױ׳ײ״ṽלתרל״כלקײײס
ᴂṽâBĂוץסᴃ׳תזוױזתṽחṽס׳ײתרסחנᴕ״

Ӎקחוױװᴕ׳ᴈṽרתץל׳ײ

ӑ׳ו׳סᴈṽסṽ׳וזוױזתᴊ׳וחᴈṽקתװᴕṽ
וץל׳ײṽעלשחתױ״ᴂṽלײח

Ҷ׳וחתױסױלשלᴈṽױכוץᴊṽ
ו׳ורױתṽᴁתטתשᴈקתחנסתױװ

ҵ׳ײתשןתרנתᴈṽונסקושוṽקתץת׳תױװᴈעתשṽסץסטתקṽ
ṽRFחᴊᴂṽששוחתנסקולױ ,עלשחתױ״

ҵ׳ײתשןתרנתᴈṽונסקולױᴄססṽץו׳וṽושṽסשחתױ״ṽ
ṽRFחṽלᴊששוחתנסקולױḬṽוקתץת׳תױװ

ŜŴŽŰƄŽųŷŻƊŴ žſŷŻŷƁŷűƊ



Module
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řůŹ ŽŰƈůƁƋƀƎ ƀ ÷žůƅŷŴżƁŽŻø
ŝŰŽſƂųŽűůżŷŴ

Chip SDR



řůŹ ŽŰƈůƁƋƀƎ ƀ ÷žůƅŷŴżƁŽŻø

BǅȱșȼʃṽíǰǰǡǰɭḬṽṚ:ȱșȼǩṽɵșȋȼǅȱṽǅȼǅȱʪɵșɵṚ 11

ŞſŷƏŻżƊŸ ƁſůŹƁ -  ŦƁŽ żƂŵżŽ ŶżůƁƋ ųźƎ žſŷƏŻůÛ



řůŹ ŽŰƈůƁƋƀƎ ƀ ÷žůƅŷŴżƁŽŻø

https://static.squarespace.com/static/543ae9afe4b0c3b808d72acd/543aee20e4b09162d086341f/543aee20e4b09162d086342e/135327892901 8/Seeber -
BlindSignalAnalysis.pdf 12

ŞŴſŴųůƍƈŷŸ ƁſůŹƁ ë ŝŰſůƁżƊŸ žŽſƎųŽŹ űƀŴƄ žſŴŽŰſůŶŽűůżŷŸ



řůŹ ŽŰƈůƁƋƀƎ ƀ ÷žůƅŷŴżƁŽŻø

1: https://googleprojectzero.blogspot.com/2017/04/over -air -exploiting -broadcoms -wi -fi_4.html 13

śŴƁŽųƊƀŰŽſů žůſůŻŴƁſŽű

œŽŹƂŻŴżƁůƅŷƎ_ šŴƄżŷƆŴƀŹŷŴ ŻŴƁŽųƊ_

Á ҹו׳שלר״ץתᴄסᴕṽושṽתח׳ײעתױ׳ײ״ṽסṽ
וץחתױסץױור

Á Ӊסקז״ᴃשᴊלṽ׳שלר״ץתכᴊṽתװṽ
ṽṀFCC IDססᴄוץסᴁס׳ױלײ ḫṁױכṽס 

Á ҹו׳שלר״ץתᴄסᴕṽושṽᴃװס
1

Á Ӊלױלᴂ׳וחṽסשסᴄונסקוסᴄססṽ
רתױת׳ונסקושוṽרסץײלᴃסטתק

Á ӑלסשל׳ṽשתץᴁוױ״טסᴄששתסᴊᴂṽ
חתױ׳ײסטלױ

Á ӊײױלחלṽתױװᴅסץחסṽíɇ;
Á ӌלᴂסשᴃעסץײלṽנסקושו

https://googleprojectzero.blogspot.com/2017/04/over-air-exploiting-broadcoms-wi-fi_4.html
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Á

Á

Á

Áӌסױתלᴕ: SDR, DSP, Signals

Á

Á

Agenda

Á



šŴŽſŷƎ: SDR, DSP, Signals

15

SDR ë Ŝů žſŷŻŴſŴ bladeRF 2.0



šŴŽſŷƎ: SDR, DSP, Signals

16

SDR ë RF Transceiver AD9361



šŴŽſŷƎ: SDR, DSP, Signals

17

SDR ë ŢžſŽƈŴżżůƎ ƀƄŴŻů AD9361



šŴŽſŷƎ: SDR, DSP, Signals

http://news.cqham.ru/articles/detail.phtml?id=519 18

SDR ë ŢžſŽƈŴżżůƎ ƀƄŴŻů ƂžſŽƈŴżżŽŸ ƀƄŴŻƊ AD9361

IQ Signals

ίὸ ὍὸÃÏÓς“ὪὸὗὸÓÉÎς“Ὢὸ ίὸ Ὅὸ ὮὗὸĄ



šŴŽſŷƎ: SDR, DSP, Signals

https://www.nuand.com/libbladeRF -doc/v2.5.0/group___s_t_r_e_a_m_i_n_g___f_o_r_m_a_t.html 19

enum bladerf_format {

BLADERF_FORMAT_SC16_Q11,

BLADERF_FORMAT_SC16_Q11_META,

BLADERF_FORMAT_PACKET_META,

BLADERF_FORMAT_SC8_Q7,

BLADERF_FORMAT_SC8_Q7_META

}

. -------------- . -------------- .

| Bits 31...16 | Bits 15...0  |

+-------------- +-------------- +

|   Q[15..0]   |   I[15..0]   |

` -------------- ` -------------- `

BLADERF_FORMAT_SC16_Q11

SDR ëţŽſŻůƁ ųůżżƊƄ bladeRF 2.0



šŴŽſŷƎ: SDR, DSP, Signals

20

DSP



šŴŽſŷƎ: SDR, DSP, Signals
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ίὸ ὃÃÏÓ‫ὸ •

Ҷלכḭ
ὃṎוכ״׳סקװרו
‫ ς“ὪṎᴃו׳ת׳ײוṽחṽושוסכוױᴂ
• Ṏ ושᴃקוᴈושᴕṽᴁונו

ίὸ ὃὸÃÏÓ‫ὸ • - ᴕושכ״׳סקװרו

ŞůſůŻŴƁſƊ ƀŷŲżůźů_ śŽųƂźƎƅŷƎ_

ίὸ ὃÃÏÓ‫ὸ •  - ᴃוש׳ת׳ײוᴕ

ίὸ ὃÃÏÓ‫ὸ •ὸ  - ᴁוחתנוᴕ

ŝŰŽŰƈƏżżůƎ ŶůžŷƀƋ_
ίὸ ὃὸÃÏÓ‫ὸ •ὸ •

Ҷלכṽὃὸ, -ṽ•ὸס‫ὸ ḫתששלח׳ײ׳לח׳תתײᴊṽנוṽᴁסᴊṽ׳ת׳ײוᴊḬṽᴃכ״׳סקװרוṽססᴄץש״ṽᴁלסᴔᴆוכונ

Signals ëŝŰƈŷŴ žůſůŻŴƁſƊ ë ŞŽżƎƁŷŴ ŻŽųƂźƎƅŷŷ



šŴŽſŷƎ: SDR, DSP, Signals

22

Signals ëřźůƀƀŷƃŷŹůƅŷƎ ŻŽųƂźƎƅŷŷ ë ŞŽżƎƁŷŴ ŻŽųƂźƎƅŷŷ



šŴŽſŷƎ: SDR, DSP, Signals

23

Signals ëřźůƀƀŷƃŷŹůƅŷƎ ŻŽųƂźƎƅŷŷ ë ŜŴƀƂƈŷŸ ƀŷŲżůź



šŴŽſŷƎ: SDR, DSP, Signals

24

Signals ëřźůƀƀŷƃŷŹůƅŷƎ ŻŽųƂźƎƅŷŷ ë őŷųƊ ŻůżŷžƂźƎƅŷŸ



šŴŽſŷƎ: SDR, DSP, Signals
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Signals ëœŽŻŴżƊ žſŴųƀƁůűźŴżŷƎ



šŴŽſŷƎ: SDR, DSP, Signals

26

Signals ëœŽŻŴżƊ žſŴųƀƁůűźŴżŷƎ ë QPSK ű ſůŶżƊƄ ųŽŻŴżůƄ

Á Ӌקוױ׳ץלװᴈלתשḭṽץײסתװṽחתקושטסײḬṽ
ṽתװṽץס׳ײסױל׳ץוױוᴂṽᴂסṽנסקושו
ᴕסᴄוױ׳ᴈקסḬṽᴁל׳ת׳ײוṽᴃסṽס׳ײתשᴆתר

Á ҵלתששלרלױḭṽנסקושוṽᴁרױתᴊṽוקושטסײ
Á ӏלתחתנוḭṽנסקושוṽᴁחתנוᴊᴂṽ
ṽPSKחתקושטסײṽעסשלשלרנס

Á Ҷוחתץנוקᴕṽוררוױטוסכḭṽוץᴃתח׳ײלṽ
Ḭṽוקושטסײṽתטתרלורסשסױװ
חתקתחרסײᴕṽסᴄשלױלᴁױל׳שס

Á ҵלײṽשלרתכᴊṽסשלקחו׳ײכלױװᴕṽṎ 
ᴕṽקכṽעסױו׳שלר״ױ׳ײשסṽעᴊשחוקט
ᴈṽ׳ײתשװ״ץתחתײḬṽוקושטסײṽונסקושו
ᴂṽושלרתכᴊᴂṽשנוױṽחṽחתץושנסױװ
ṽתשᴃת׳ו׳ײתכṽ׳מוכᴕṽסשלקחו׳ײכלױװ
ᴕṽסשלקלכלױװתᴕṽקכṽססᴄורױתᴁשס
ᴂוױל׳ץוױוṽק״כתרᴕᴄסס

œŽŻŴżƊ ŹůŹ ŷżƀƁſƂŻŴżƁ_
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Á

Á

Áӌלᴂסשᴃעסץײלṽנסקושוṽחתקושטסײ

Á

Á

Á

Agenda

Á



šŴƄżŷƆŴƀŹŷŸ ůżůźŷŶ

28

ŝžſŴųŴźŴżŷŴ żŴƀƂƈŴŸ ƆůƀƁŽƁƊ ë ŜůžſůűźŴżżůƎ ůżƁŴżżů

Á SDRangel
Á GQRX
Á GNU Radio + gr -fosphor



šŴƄżŷƆŴƀŹŷŸ ůżůźŷŶ

29

ŝžſŴųŴźŴżŷŴ żŴƀƂƈŴŸ ƆůƀƁŽƁƊ ë ŐŴŶƌƄŽűůƎ ŹůŻŴſů



šŴƄżŷƆŴƀŹŷŸ ůżůźŷŶ

30

ŠžŴŹƁſůźƋżƊŸ ůżůźŷŶ ë śůżŷžƂźƎƅŷƎ ASK



šŴƄżŷƆŴƀŹŷŸ ůżůźŷŶ

31

ŠžŴŹƁſůźƋżƊŸ ůżůźŷŶ ëśůżŷžƂźƎƅŷƎFSK



šŴƄżŷƆŴƀŹŷŸ ůżůźŷŶ

32

ŠžŴŹƁſůźƋżƊŸ ůżůźŷŶ ëśůżŷžƂźƎƅŷƎPSK



ASK (OOK)
Ӄ0 ׳ל״ױסכת  רלסח׳ײ׳״ײ׳ת ׳סז 
 ;וקושטסײ רלסᴃסקוש - ׳סז Ḭ 1וקושטסײ
ᴕ - onײ׳לוחᴊנוש ס ץו׳ ״רת׳ᴏתװ -off  
shift  keying תשלᴔᴃקץᴊח-תשלᴔᴃקץח ,

33

šŴƄżŷƆŴƀŹŷŸ ůżůźŷŶ

Ӄ0׳ל״ױסכת ρψπЈ עתנוᴁײרתקושטסײ׳סז
,(“סקס) -׳סז 1 πЈעתנוᴁײרתקושטסײ

FSK (2-FSK)
Ӄ0׳ל״ױסכת וקושטסײרלסᴃסקוש׳סז
,ᴊ׳ת׳ײוᴃעלᴈᴅשלר - ׳סז1 רלסᴃסקוש
ᴊ׳ת׳ײוᴃעלᴈᴅקתזוקושטסײ

PSK (BPSK)

Ӌקתחרס Ӊױתᴕץתכṽק״װסשורᴕᴄסס

Ӈושנ לתױת׳תץלᴃלסשל ҳכ״׳סקװרᴊḬ 
ӑ׳ת׳ײוᴊḬ ӏנוᴊ ססקסᴂ ׳ײתשװ״ץתחתײᴈ

ӈקלכלױװᴕסקתץ ׳לᴃוש ׳סז תח׳ײל 
קתחרסײ

ŞŽſƎųŽŹ ŻůżŷžƂźƎƅŷŷ ëŞŽżƎƁŷŴ



34

šŴƄżŷƆŴƀŹŷŸ ůżůźŷŶ
ŞŽſƎųŽŹ ŻůżŷžƂźƎƅŷŷë ASK ëőſŴŻŴżżŽŴ žſŴųƀƁůűźŴżŷŴ

OOK

4-ASK
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šŴƄżŷƆŴƀŹŷŸ ůżůźŷŶ
ŞŽſƎųŽŹ ŻůżŷžƂźƎƅŷŷ ë FSK ë ŠžŴŹƁſůźƋżŽŴ žſŴųƀƁůűźŴżŷŴ

4-FSK

2-FSK
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šŴƄżŷƆŴƀŹŷŸ ůżůźŷŶ
ŞŽſƎųŽŹ ŻůżŷžƂźƎƅŷŷ ë PSK ëŠžŴŹƁſůźƋżŽŴ žſŴųƀƁůűźŴżŷŴ

2-PSK (BPSK)

4-PSK (QPSK)
x2 symbol speed
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šŴƄżŷƆŴƀŹŷŸ ůżůźŷŶ
ŞŽſƎųŽŹ ŻůżŷžƂźƎƅŷŷ ë PSK ë ţůŶŽűŽŴ žſŴųƀƁůűźŴżŷŴ #1



38

šŴƄżŷƆŴƀŹŷŸ ůżůźŷŶ
ŞŽſƎųŽŹ ŻůżŷžƂźƎƅŷŷ ë PSK ë ţůŶŽűŽŴ žſŴųƀƁůűźŴżŷŴ#2



39

šŴƄżŷƆŴƀŹŷŸ ůżůźŷŶ
ŞŽſƎųŽŹ ŻůżŷžƂźƎƅŷŷ ë M-th Power Method  ë BPSK



40

šŴƄżŷƆŴƀŹŷŸ ůżůźŷŶ
ŞŽſƎųŽŹ ŻůżŷžƂźƎƅŷŷ ë M-th Power Method  ë QPSK ^2
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šŴƄżŷƆŴƀŹŷŸ ůżůźŷŶ
ŞŽſƎųŽŹ ŻůżŷžƂźƎƅŷŷ ë M-th Power Method  ë QPSK ^4



42

šŴƄżŷƆŴƀŹŷŸ ůżůźŷŶ
ŠŷŻűŽźƋżůƎ ƀŹŽſŽƀƁƋ ëœźŷƁŴźƋżŽƀƁƋƀŷŻűŽźů ASK
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šŴƄżŷƆŴƀŹŷŸ ůżůźŷŶ
ŠŷŻűŽźƋżůƎ ƀŹŽſŽƀƁƋ ëœźŷƁŴźƋżŽƀƁƋ ƀŷŻűŽźů FSK

Ӄסײײוקᴃעסץײלṽ2-FSK

ҶסשוױᴄוṽוקתחרסײṽGFSK
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šŴƄżŷƆŴƀŹŷŸ ůżůźŷŶ
ŠŷŻűŽźƋżůƎ ƀŹŽſŽƀƁƋ ëFSK žŽƀźŴ Quadrature Demod
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šŴƄżŷƆŴƀŹŷŸ ůżůźŷŶ
ŠŷŻűŽźƋżůƎ ƀŹŽſŽƀƁƋ ëGFSK žŽƀźŴ Quadrature Demod
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šŴƄżŷƆŴƀŹŷŸ ůżůźŷŶ
ŠŷŻűŽźƋżůƎ ƀŹŽſŽƀƁƋ ëœźŷƁŴźƋżŽƀƁƋƀŷŻűŽźů BPSK

Ӌששוחתױסױלשלטᴊעṽקושטסײ
וטסחכײṽתטתחתנוṽᴁסᴂṽלרתװṽנלז

Ӌששוחתױסױלשלטᴊעṽקושטסײ
ṽרᴊחתנוṽᴁײṽתשᴂḬṽלרתװṽנלז
ṽϳרתטסחכײ
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šŴƄżŷƆŴƀŹŷŸ ůżůźŷŶ
ŠŷŻűŽźƋżůƎ ƀŹŽſŽƀƁƋ ëťŷŹźŽƀƁůƅŷŽżůſżƊŸůżůźŷŶ ëBPSK

1 Hz = 1 cycle / sec
1 / 2000 = 0.5 ms
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šŴƄżŷƆŴƀŹŷŸ ůżůźŷŶ
őŽƀƀƁůżŽűźŴżŷŴ ƀƁſƂŹƁƂſƊ Źůųſů ãURH)
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Á

Áӊונסקולᴄסᴕṽוױלחסײשוױ׳ṽושṽ
לױלרסױװṽרתחלתז

Á

Á

Á

Á

Agenda

Á



50

şŴůźŷŶůƅŷƎ ƁſůżƀŷűŴſů żů ŰŽŴűŽŻ žſŷŻŴſŴ
ŞŽųŽžƊƁżƊŸ



şŴůźŷŶůƅŷƎ ƁſůżƀŷűŴſů żů ŰŽŴűŽŻ žſŷŻŴſŴ
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ŞŽųŽžƊƁżƊŸ ë ŗżŷƅŷůźŷŶůƅŷƎ žŽ SPI

Command(type=write, reg_addr =38, value= 00010010 )

Command(type=write, reg_addr =39, value= 00000111 )

Command(type=write, reg_addr =3a, value= 00000000 )

Command(type=write, reg_addr =3b, value= 01010101 )

Command(type=write, reg_addr =3c , value= 00000100 )

Command(type=write, reg_addr =3d, value= 00000000 )

Command(type=write, reg_addr =3e, value= 00000000 )

Command(type=write, reg_addr =3f , value= 00000000 )

Command(type=write, reg_addr =40, value= 00000000 )

Command(type=write, reg_addr =41, value= 00000000 )

Command(type=write, reg_addr =42, value= 11001111 )

é



şŴůźŷŶůƅŷƎ ƁſůżƀŷűŴſů żů ŰŽŴűŽŻ žſŷŻŴſŴ
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ŞŽųŽžƊƁżƊŸ ë ŞůſůŻŴƁſƊ Źůżůźů

Á Frequency: 433 MHz
Á Modulation: GFSK
Á Symbol speed: 1200 Hz (baud)
Á FEC: קתװײסלשᴈײ׳ל״נᴕ
Á Scrambling: קתװײסלשᴈײ׳ל״נᴕ
Á Preamble: [0x55] * 7
Á Sync: 0x5519cf
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şŴůźŷŶůƅŷƎ ƁſůżƀŷűŴſů żů ŰŽŴűŽŻ žſŷŻŴſŴ
ŞŽųŽžƊƁżƊŸëşŴůźƋżůƎ ſůŰŽƆůƎ ƆůƀƁŽƁů

443.2 MHz

433,05 - 434,79 MHz
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şŴůźŷŶůƅŷƎ ƁſůżƀŷűŴſů żů ŰŽŴűŽŻ žſŷŻŴſŴ
ŞſŽŴŹƁ GNU Radio


